Abstract-The damages from DDoS attacks are increasing as DDoS attacks are taking various forms. This has resulted not only in decreased reliability of organizations and corporations but also in the threat of national security. Organizations and corporations are making significant efforts in developing a system through which they can appropriately correspond to DDoS attacks. However, the studies on objective index for evaluating the performance of DDoS correspondence are lacking. The majority of the existing studies have been on the information protection & management system on a large scale.
Accordingly, the scope of this thesis will be limited to DDoS correspondence to propose correspondence index for quantitatively measuring and managing them. The statistical techniques such as SMART technique and factor analysis will be utilized accordingly.
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I. INTRODUCTION
IN recent, DoS (Denial of Service) attack or DDoS (Distributed Denial of Service) attack is increasing. What is more serious is that such DDoS attack techniques are evolving and becoming more advanced [1] .
After July 7, 2009 , the government has been implementing the government-wide DDoS correspondence system development project for each ministry and office under the major theme of "Hacking Virus Response Advancement" through its significant increase in the budget, and seeking to introduce necessary equipment and software for the information protection task. In addition, private companies such as ISPs (Internet Service Providers) have been also inspecting their response system and reinforcing equipment, solutions and staff under the general command of Korea Internet & Security Agency (KISA).
However, they are being passive in making continuous investments due to the absence of detailed and objective measurement standard for the effects and efficiency according to the characteristics of information protection system.
Although the evaluation or certification task on information protection and management system is underway in recent, it only presents general guidelines or standards on information protection and management system. Accordingly, the current circumstance is that it is difficult to utilize them as the index for understanding the level of development of DDoS correspondence system or the effectiveness of response system or quantitatively measuring the performance.
Accordingly, DDoS correspondence index that allows objective measurement will be set in this study and the metric through which the index can be measured and managed will be proposed.
II. RELATED WORKS
In the aspect of information protection evaluation, the existing studies are mainly divided into two approaches. The first approach is a system of evaluation that centers on the security function and performance aspect of product/system such as TCSEC (Trusted Computer System Evaluation Criteria) and ITSEC (Information Technology Security Criteria). Such existing evaluation standard is limited in its flexibility from mainly using evaluation standard per product as it cannot evaluate various products required in the private sector [2] [3] .
The second approach is a system of evaluation that centered on the managerial aspect such as ISO 27001 [4] and ISO 27002 [5] . Especially, ISO 27001 and 27002 are based on BS7799 developed for the purpose of being used as common document that can be referred by the managers responsible for organization information security and maintenance, and they have been designed to be the foundation of organization security standard. Accordingly, there is an issue with ISO 27001 and ISO27002 standard in that it is difficult for the organization that is being evaluated to achieve improvement in the information protection and management system even though they could be suitable for the information protection and management guideline since they are evaluation system with the guideline and advisory characteristic and that centers on the managerial aspect.
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III. DDOS CORRESPONDENCE INDEX
In this chapter, the process of deducing DDoS correspondence index and the metric for measuring the response index deduced will be presented.
A. DDoS Correspondence Index Deduction Process
Based on ISO 27004, a study on information protection and manage system measurement, mapping is performed for the index in its relation with DDoS correspondence strategy. Based on the DDoS correspondence strategy currently being mentioned, four types of response strategies of DDoS correspondence system development, base facility expansion, continuous evolvement and enhancement of personal security awareness are deduced. Through SMART Analysis [6] , 7 indexes that are considered to be related to DDoS correspondence strategy are deduced as the standard index for the mapping. As for the measurement (evaluation) items for measuring the deduced standard index, the measurement items considered to be required for measuring the standard index are identified based on the national information protection level evaluation index model, individual information protection level diagnosis index by Ministry of Public Administration & Security and ISO 27004. Figure 1 shows the standard index and measurement item deduction process.
As for the 28 measurement items identified, factor analysis [7] is conducted to analyze the result and deduce 6 sub-indexes that are named by reflecting the characteristics of DDoS. In addition, a metric is proposed to allow quantitative measurement of the measurement items for measuring the six sub-indexes. Figure 2 shows the process of deducing DDoS index based on the factor analysis result on the identified measurement items upon the consideration that there is a connection with the standard index.
In the proposed DDoS index, the level index and performance index are categorized according to the availability of identifying the response situation of the current organization and the effect on the process result after the occurrence of issue. As for the proposed subindex, Cronbach's alpha [8] was applied to verify the reliability of 7 groups being grouped according to the factor analysis result and identified 6 groups with Alpha > 0.500 and 90% of reliability level to deduce them as DDoS sub-index. As for the DDoS sub-index and measurement item, they are changed appropriately to the purpose of sub-index and measurement item exclusively for DDoS instead of general information protection system by reflecting the characteristics of DDoS. Fig. 1 . Standard index and measurement item deduction process
In the proposed DDoS index, the level index and performance index are categorized according to the availability of identifying the response situation of the current organization and the effect on the process result after the occurrence of issue. As for the proposed subindex, Cronbach's alpha [8] was applied to verify the reliability of 7 groups being grouped according to the factor analysis result and identified 6 groups with Alpha > 0.500 and 90% of reliability level to deduce them as DDoS sub-index. As for the DDoS sub-index and measurement item, they are changed appropriately to the purpose of sub-index and measurement item exclusively for DDoS instead of general information protection system by reflecting the characteristics of DDoS.
B. Measurement Metric for Response Index
The identified sub-index is categorized into level index and performance index. The definition of each sub-index is as follows. Different weights can be allocated to the measurement items in order to calculate the value of each index according to the DDoS correspondence goal and business goal. In the case of Wi, it indicates the weight of the subindex in the order of i and such weight can be adjusted according to the response goal and organization. The scope of the value of Q, which is the total sum of the entire correspondence index is 0∼V. Here, V becomes the total sum of Wi. Higher value of QL indicates more effective the level of DDoS correspondence. , 28 measurement items related to the standard index were deduced. A group survey research was conducted for the same group for which SMART Analysis was conducted in order to verify the connection between the deduced measurement items and the actual DDoS, namely, the identification with the connection to the standard index.
The survey asked the connection between each measurement item and DDoS. The question of "Do you think the following measurement item is needed in measuring DDoS?" was asked for 28 items, and the answer was in multiple choice form of selecting only one of the five answers (1. Not needed at all / 2. Not needed / 3. Normal / 4. Needed / 5. Very needed), and the scale from 1 to 5 was used.
Using the survey result, factor analysis was conducted to determine the significance of the measurement items identified and if they belong to similar groups. In addition, Cronbach's Alpha [8] was conducted to verify the reliability of the groups identified based on the factor analysis result. The result is as shown in Figure 3 .
The result of factor analysis conducted on the survey of 28 measurement indexes revealed that 7 significant groups among 11 components were identified. The group that contained only 1 element and the group that was not included in the reliable level were excluded. The reliability of the 7 identified groups was verified through Cronbach's Alpha to deduce 6 groups. Fig. 3 . Execute result Of Cronbach's alpha Cronbach's Alpha indicates the reliability of group composition. The reliability value is in the range of 0∼1 and the similarity of group is higher when the value is closer to 1. In the case of higher than 0.9, it is considered as being in a very similar level (p < 0.01) and, in the case of higher than 0.7, it is considered as having achieved the statistically reliable level (p < 0.05). In the case of higher than 0.5 for the reliability value, it is considered as having achieved generally reliable level (p < 0.10). Based on the factor analysis, grouping the measurement indexes with the correlation value of higher than 0.5 indicates the reliability level of 95%, which has the same meaning as the Cronbach's Alpha value of higher than 0.7.
In this study, 6 groups with Cronbach's Alpha value of higher than 0.5, namely, the groups with 90% of reliability level were finally deduced. The six groups deduced were considered as the sub-indexes proposed in this thesis and the names of the sub-indexes were given by reflecting the characteristics of DDoS.
IV. CONCLUSIONS
The information security task also needs to be evaluated for its performance through objective index. Accordingly, 7 standard indexes were deduced through the indexes of ISO 27004 and a survey research on the relation with DDoS correspondence strategy. A survey research was conducted by identifying 28 measurement items through which the deduced standard indexes can be measured and the relation as the DDoS index item, and factor analysis and Cronbach's Alpha were conducted for the survey result to deduce sub-indexes by identifying 6 significant groups among the total of 11 groups. As the grouping results are the measure items for general information security task, the measurement items were changed to measure DDoS for which metric was proposed.
The level and performance on DDoS attack response can be examined by proposing response indexes through which the DDoS correspondence system can be measured. The indexes proposed do not entirely cover every DDoS situation. Therefore, there is a need for the indexes to be applied to organizations that are actually performing DDoS correspondences based on the proposed framework through which the deduced indexes need to be continuously supplemented.
